ITOKAHA 3A ITPEJOCTABSAHE HA O®EPTHU

10 00IeCTBEHA MOPBYKA C MPeAMeT

HA3rpaxaane u nmomabp:xkane Ha |IP VPN mpeka, nocraBka Ha UHTepHeT M 3amura Ha
MpexaTra Ha /Ibp:kaBHA areHUMsl 3a MeTpPoJIorMYeH W TexHu4ecku Hag3op (JJAMTH) or
DDoS arakn”

1. Ilpeomem na nopvukama:

IIpexmer Ha HacrosmiatTa mopbuka € ,,H3rpaxkaane m moaabp:kane Ha |IP VPN mpexa,
noctaBka Ha VHTepHeT M 3amMTa HA MpexkaTa Ha /IbpkaBHA areHUOus 3a METPOJIOTHYEH U
Texuudecku Hax30p (IAMTH) ot DDoOS araku”.

[IpeameTsT HA MOpPBUKATA € CBBP3aH C MPEJOCTABIHETO HA CIECIHUTE YCIYTH:

- Msrpaxnane u noaabpxkane Ha IP VPN mpexa (BupTyanHa yacTHa Mpexka) MEXAY
LenTpanHo Ympasienue u peruonanaute opucu Ha JJAMTH;

- JoctaBka Ha UHTEepHeT CbC CriofeneHa CKopocT Mexay LlenTpanno Ynpasienue B rp.
Codus, Oyn. HI-p I'. M. JumutpoB Ne 52A u Oduc Codus, yn. JIpuesap CranueB Ne 13 u
pasmpenencHue Ha Tpaduka kM opucute Ha JJAMTH 1o 3asBka Ha Be3noxxurens;

- 3ammra Ha mpexkata Ha JIAMTH ot DDoS araxnu.

2. Cpokoee 3a usnvineHue

2.1. Tloppukara € 3a TEKYIIO U HEMPEKHCHATO U3ITBIIHEHHUE, 33 TIEPUOJT OT €/IHA TOJANHA CYUTAHO
OT JaraTa Ha NOJINKCBAaHE Ha JBYCTPAHEH KOHCTaTHUBEH NpPHEMO-IIPEaBaTelIeH MPOTOKON 3a
CTapTUPAHE Ha MPEJOCTAaBIHETO Ha BCUYKU YCIIYTH.

2.1.1 CpokbT 3a MbpBOHAYAIHA MHCTANALUSA U ITyCKaHe B JEHCTBHE HAa BCUYKU YCIYTH IO Ta3u
nopbuka cieaBa fa 0pae 10 30 KaneHAapHU JHU CYMTAHO OT JaTaTa Ha CKJIIOYBAHE Ha JIOTOBOP.
CpoKbT 3a MbPBOHAYAIIHO ITyCKaHE BKIIIOYBA!

2.1.2. WsrpaxnaHe Ha GU3NUYECKUTE HA3eMHHU CBBP3aHOCTH 10 crpaaute Ha JJAMTH;

2.1.3. KoHdurypupase oT U3IIBJIHUTENS [0 TOTOBOpA Ha KpaiiHUTE ycTpoicTBa Ha Bb3noxurens
3a [IeJINTE Ha OCBHIECTBSIBAHE HA YCIYTUTE;

2.1.4. OcwurypsiBane U KOH(pUTYpHUpaHE OT M3MBIHUTENS MO JOTOBOpAa Ha KpallHU YCTPOHCTBA Ha
BUYM 3a oucute Ha Bp3ioxkuTens, B KOUTO HIMa HErOBU COOCTBEHH KpaifHH yCTPOMCTBA;

2.14.1. Kondurypupane na Firewall Cisco ASA 5510 na Bw3noxurens;

2.1.4.2. [Moanpwxka Ha Bropuden domain name server (SDNS);

2.143. Kongurypupane na NAT/Internet Gateway;

2.14.4. [Tpenoctapsine Ha 32 Op. peannu IPV4 anpeca OT apecHOTO MPOCTPAHCTBO Ha

W3MBIHUTENS TI0 JOTOBOPA;

2.1.4.5. Koudurypupane Ha WEB cbpBBD;

2.1.4.6. V3BBpmIBaHe HA JOCTaBKa OT U3ITBIHUTEIS 110 JOTOBOPA, KOHQUTYpPHpAHE M HHCTATUPAHE
Ha KpailHOTO YCTpOICTBO Ha BHUpTyalHaTa dYacTHa Mpexka B LleHTpamHo VYmpaBieHue Ha
Bb3noxxurens, K0eTo J1a TOKPUBA HAIBJIHO MUHUMATHUTE U3UCKBAaHUS, IIOCOYEHU B T.1.2 mo-rope;
2.1.4.7. TlpenocraBsine Ha ycimyra I[P VPN wmpexa wmexny llentpamno VYmuparinenwe u
perunonanuure opucu Ha JIAMTH;

2.1.4.8. TlpenocraBsiHe Ha yciyra 10ocThil 10 HTEpHET,



2.14.9. Pasnpenenenue na Tpaduka kM nocouenute B T. 1l opucu na JAMTH, ako nma
3asBKa 3a TOBa OT Bb3nmoxurens;
2.1.4.10.TTpenocraBsiHe Ha ycayra 3a 3anuTa Ha mpexkara Ha JIAMTH ot DDoS arakwu.

3. Onucanue u npeduaanauenue Ha nopvukama

Marpaxxnane n noaawpxkane Ha [P VPN mpexa, loctbn no MHTEepHET U yciyra 3a 3amura OT
DDoS araku B oducure nHa JIBPXKABHATA AI'EHIUA 3A METPOJIOTMYEH U
TEXHUYECKW HAI30P no HaurHa, ONMMCaH MMO-0J1y, 3a Iepruo1 OT 1 rouHa OT CKII0OUYBAaHE HA
JIOTOBOP M OCUTYpSIBAHE Ha JOCTHII 10 YCIYTHTE WIH JI0 U3UEpIIBAHE HA JIUMHUTA Ha Bb3noxurens,
KoiiTo e B pazmep Ha 10 30 000 neBa 6e3 JI/IC.

4, Texnuuecku U3UCK6AHUA, cneuudmmmuu U yCaoeus 3a u3nvjIHeHue Ha nOpvYKama:

4.1. MW3uckBauus KoM veayvrara Msrpaxaane n noganp:kane Ha IP VPN mpeika
Wsrpaxnane va Buptyanna gactHa mpexxa (BUM) Bbppxy nyOnmunata MHTEpHET Mpexa MExXIy
noco4yeHure no-aony opucu Ha JAMTH.

4.1.1. Ilapamerpu Ha I[P VPN ycayrara:

41.1.1. Kongurypupane u wuncranupane na 15 Op. Cisco Router 1812 karo kpaitnu
YCTPOHCTBA Ha BUPTYyaJHATA YaCTHA MpEXkKa, KOUTO ca COOCTBEHOCT Ha BB3moxxuresns;
4.11.2. Bb3MokHOCT TIpH 3asBKa OT Bb3nokurens 3a OCHrypsiBaHE II0J] HaeM OT

JIOCTaBYMKa U KOH(UTypUpaHe Ha KpallHU yCTpPOWCTBa Ha BHUPTyajHaTa yacTHA Mpexka 3a HAKOU
WM 32 BCUUKU OT nocoueHute B T. 4.1.1.1. 15 6p. oduca nHa Bp3noxurens;

41.1.3. OcurypsiBane u KOH(QUI'YypHpaHE Ha MOAXOJAIIM KpallHM YCTpOIiCTBa Ha
BHpTyaJlHaTa 4yacTHA MpeKa MoJI HaeM OT JOCTaBUMKa 3a ocTaHaiuTe 8 oduca Ha Bp3noxkurens ot
IIOCOYEHUTE MO-TOpE, B KOUTO BB3I0KUTENAT HE pasnonara cb¢ COOCTBEHU KpaliHU YCTpOIICTBa.
4.1.1.4. Crnen nombiaHMTENHA 3asBKa Ha Bb3noxurens - ocurypsiane Ha pesepBupanu (3G
n/umn 4G) CBBP3aHOCT Mpe3 MOOMIIHA Mpeka Cbe CKOpocTu 10 2 Mbps 3a opucure na IAMTH B
cllyyail Ha IoBpesia Ha OCHOBHHUTE TpaceTa.

4.1.15. Kongurypupane Ha Firewall Cisco ASA 5510, cobctBeHoCcT Ha Bp3noxurens;
41.16. ITpu wusrpaxnanero Ha Bupryannata udacTHa Mpexka aa ce usnonasBa [P Sec
npotokoi 1 Advanced Encryption Standard [AES]) 3a kpuntupane Ha unpopmanusara;

41.1.7. [Tonnpbixka U HaONIIOICHUE HAa UHCTATUPAHUTE YCIYTH;

4.1.1.8. [Tonaprxka Ha BTopuueH domain name server (SDNS);

41.1.9. Kondurypupane na NAT/Internet Gateway: HWMurepHer TpadukbT na Obje
npenpenasad HaBbTpe B [P VPN mpexara Ha Bp3noxunrens;

4.1.1.10. [Tpenocrapsiae Ha 32 Op. peannu IPv4 anpeca;

4.1.1.11. Kongurypupane nHa WEB cbpBbD.

4.1.2. Jla ce w3BBpIIM JIOCTaBKa, KOHQUTYpUpaHE W HWHCTAIMpaHE Ha KPAWHO YCTPOMCTBO Ha
BHUpTyaJHaTa 4acTHa Mpexa B LleHTpanHo VYmnpaBienue Ha Bwb3nmoxurens, oTropapsmo Ha
CJIETHUTE MUHUMAJIHU U3UCKBAaHUS U TIOKPUBALIO CJIe/IHAaTa TEXHUYECKa CIeIIUTUKALIKS:

41.2.1. 24 op. x 10/100/1000 Ethernet Mutepdeticu;

41.2.2. 2 6p. x 10 Gigabit Ethernet SFP+ Unrtepdeiicu;

41.2.3. CkopocT Ha npeBkiItouBane Ha 64 bytes Layer 3 Packets - 95.2 Mpps;

4.1.2.4. Kanarurer npu npeskimouBane Ha Layer 2 auso (full-duplex) - 216 Gbps;

4.1.2.5. Makcumym aktuBHu VLAN-a ¢ Bb3MOxHM Homepa Ha VLAN-a or 1 mo 4096 -
4.1023 6p.;

4.1.2.6. MTU 3a Layer 3 naker - 9198 bytes;

41.27. MTU 3a Jumbo Frame - 9216 bytes;



4.1.2.8. DRAM 512MB;

4.1.2.9. Unicast MAC aapecu - 16K;

4,1.2.10. 8 M3XOAIIM OMAIIKKA Ha MOPT;

4.1.2.11. Strict priority queuing;

4.1.2.12. Shaped Round Robin (SRR) scheduling and Weighted Tail Drop (WTD);

4.1.2.13. 256 perupaHu Wiv UHAWBUIYaJIHU MOJIUCHPH;

4.1.2.14. 802.1p class of service (CoS);

4.1.2.15. Differentiated Services Code Point (DSCP) knacudukamnus, ¢ MapKupaHe u
peknacudukanus Ha maket, 6azupano Ha IP agpec, MAC anpec wim Layer 4 TCP/UDP nopr;
4.1.2.16. Committed information rate (CIR);

4.12.17. Jlumutupane Ha ckopocTTTa 6asupano Ha IP axpec, MAC anpec, Layer 4 TCP/UDP

nH(OpMaNKs WM KOMOUHAIUS OT Te3u nojera usnon3saiiku QoS ACL;
4.1.2.18. MAC Address Notification;

4.1.2.19. Bridge protocol data unit (BPDU) Guard;

4.1.2.20. Spanning Tree Root Guard (STRG);

41.2.21. IGMP filtering;

4.1.2.22. IEEE 802.1 s/w Rapid Spanning Tree Protocol (RSTP);

4.1.2.23. Multiple Spanning Tree Protocol (MSTP);

4.1.2.24. Per-VLAN Rapid Spanning Tree (PVRST+);

4.1.2.25. Crmcwitm 32 kKoHTpOd Ha gocThia (Access Control Lists) 3a IPv6 u Ipv4, VLAN

ACLs, Router ACLs, Port-Based ACLs.

4.1.3. Tomnpwxka Ha [P VPN ycnyrata: KanguparsT TpsiOBa ga mpuTekaBa cHCTEMa 3a
o0ciTy’kBaHEe Ha KJIIMEHTUTE Ha Pa3IoJIoKeHUEe Ha Bb3inoxurens 24 4aca B ICHOHOIIUETO, 7 JTHUA B
ceAMUIaTa Mpe3 Lsagata roauHa. JlocThIBT 110 NEKYPHUTE €KUM Ja CTaBa MOCPEICTBOM
JICHOHOIIIEH Tene(OH 3a KOHTAKT, KOMTO Ja € JOCTBIIEH U Ha pa3lojiokeHue Ha Bw3noxurens 24
yaca B JICHOHOUIUETO, 7 IHU B CEIMMIIATA Mpe3 1s1aTa FoJIMHA;

4.1.3.1. KanmunarsT na wma um3rpajzeHa W (QyHKIIMOHHUpAIla CHUCTEMa 3a MpPUEMaHe Ha
CEPBU3HM 3a5BKH, Kacaelly U3IIbJIHEHUETO Ha yCIyraTa Mo Ta3u TOYKa;
4.1.3.2. MakcuMaaHOTO TapaHTHpPAaHO BpPEME 3a BH3CTAaHOBSIBAHE Ha yciyra J0 port Ha

KaHI[I/II[aTa cJaeaBa Ja 6’[:,[[62

MecTOnoJI0KEHHE HA nopT MakcuMaJIHO BpEMe Ha

I'pax Codus 70 2 yaca

Bcuuku octananu rpagoBe, B KOUTO HUMa
oducu Ha IAMTH, nocouyenu B Tabnuna 1 1o 8 yaca

4.1.3.3. VYcuyrata TpsiOBa 1a OTroBaps Ha CIEIHUTE U3UCKBAHUS 332 KAaUeCTBO:
4.1.3.3.1. CpennomeceueH uptime >= 99,7 % 3a Bcsika TOUKa;

4.1.3.3.2. 3ary6a Ha maketu < 1%;

4.1.3.3.3. 3axbcHeHus < 100 ms.

4.2. M3uckBanusa KpM yeayrara M3rpaxkngane W moaabp:kane Ha JlocTtpn Ha
HNuTepHer
Wsrpaxnane n nmomapbxkka Ha ycayra Jlocten no WaTtepuer, nedpunupana xaro moct TCP/IP
CUHXPOHHA BPB3Ka, 0€3 orpaHuueHus 1o Tpaduk, abCOIOTHO CUMETPUYHA, 32 CPOKA HA TOTOBOPA,
peanu3upaHa CrojJieeHo Mex 1y nocouenute crpaau Ha JIAMTH, kakTo cienBa:




Ne | Oduc Anpec

1 | Henrpanno Ynpasnenue | rp. Codus, 6yn. d-p I'. M. umutpos Ne 52 A

2 | Codus rp. Codus, yin. JIruezap CranueB Ne 13

4.2.1. Tlapamerpu Ha HTEepHET ycayrara:

4.2.1.1. o0m1 uaTepHeT Tpaduk (cnoaenen): 300 Mbps, oT kouTo:

421.1.1. 100 Mbps MexayHApOAEH HHTEPHET TpadUK;

42112 200 Mbps OBarapcku HHTEPHET TPaQUK.

4.2.1.2. Pasnpenenenue Ha Tpaduka kbpM mocouenute B T. Il opucu Ha JIAMTH ce
M3BBHPIIBA 110 3asBKa Ha Be3noxkurens;

4.2.1.3. JocraBkara n10 te3u aBe crpaau B rp. Codus, mocoueHu mo-rope, Aa ce U3BbpIIBa
110 OIITHYEH Kaldem;

4.2.14. OcurypsiBaHe Ha pe3epBHO ONTUYHO Tpace 10 LleHTpanHo VYmpamieHue Ha
Bw3noxwurens va anpec: rp. Codus, Oyn. [I-p I'. M. lumutpos Ne 52 A.

4.2.2. Tlomnpwxka Ha yciyrara: 24 daca B JICHOHOIIMETO, 7 JHU B ceAamwuiara, 365 mHU B
roauHara. V3uckBaHus KbM MOIIPHKKATA HA yCayrara:

4.2.2.1. KangunareT na uma usrpazeHa U (QyHKUMOHHMpalla CUCTEMa 3a IpUEMaHe Ha
CEpBU3HU 3asBKU, Kacaelly U3IIBIHEHUETO Ha yCIIyraTa 1o Ta3u TOYKa;
4.2.2.2. MakcuMaaHOTO TapaHTHPAaHO BpEeME 3a BH3CTAHOBABAHE Ha yciyra J0 port Ha

KaHI[I/II[aTa cJaeaBa Ja 6’[:,[[62

MakcumainHo BpeMe HaA
MecTomoJio:keHue Ha IoPT
Bb3CTAHOBSIBAHE
I'pag Codus o 2 Jaca
Bcenuku ocrananu rpanose, B kouto uma oducu Ha JJAMTH,
mocouenu B Tabauma 1 1o 8 yaca
4.2.2.3. VYcnyrara TpsiOBa 1a OTroBaps Ha CJI€IHUTE U3UCKBaHUS 3a Ka4eCTBO:
4.2.23.1 Cpennomeceuen uptime >= 99,7 % 3a Bcska TOUKa,;
4.2.2.3.2. 3ary0a Ha naketu < 1%;
4.2.2.3.3. 3aKbCHEHMS < 150 ms.

4.3. W3uckBaHud KbM yeayrara 3a 3ammuta or DDoS araku (Distributed Denial of Service)
3amurta ot DDoS artaku (Distributed Denial of Service) or mexnynapoanoto HWutepHer
MPOCTPAHCTBO Clle[Ba Ja ObJie ¢ MaKCUMalleH KamalMTeT Ha NpedyucTeHus obul Tpaduk Ha
Bu3noxurens or 100 Mbps (oTuBail KkbM BCHUKHU TOUYKH OoT Mpekata Ha JJAMTH).

4.3.1. Tlapametpu Ha yciyrara 3a 3ammra oT DDoS araku:

4.3.1.1. Mscro Ha u3BbpIIBaHe Ha yciyrara: Llearpanno Yrpasnenue na JIAMTH B rp. Codus u
BCUYKHU TOYKHU Ha Beb3noxkurtens, mocouenu B Tabnuna 1;

4.3.1.2. Ycnyrara 3a 3ammuta or DDoS (Distributed Denial of Service) araku mga 0b1e ocurypena
3a Mpekara Ha Bb3noxkurtens u 3a HEroBUTe MYyOJUYHM MHTEPHET YCIYTH, BKIIIOYBAIIU yeO




CbPBBPH, CHPBBPH 3a €JIEKTPOHHA MOLIA WU JAPYrd, WIBAIIM OT MeEXAyHapoaHoto HMutepuer
MPOCTPAHCTBO;

4.3.1.3. YcnyraTa 1a OCUTypsiBa MUHUMYM:

4.3.1.3.1. 3ammra OT aTaku Ha TPOTOKOJIHO HUBO;

4.3.1.3.2. 3amuTa OT aTakyl Ha TPAHCIIOPTHO HUBO;

4.3.1.3.3. 3amura ot DNS artaku;

4.3.1.3.4. 3amuta or HTTP/web araku;

4.3.1.3.5. 3ammra3a IP v.4 u IP v.6.

4.3.1.4. [1a ce peacTaBu nmoApoOeH cnuchk Ha THHoBeTe DDOS araku, 3a KOWTO IIIe ¢ OCUTypsiBa
3aIIUTa;

4.3.1.5. Jla ce mpencTaBu ONMCaHHe HA MEXAHU3MUTE 3a 3aIIUTa OT aTaKu, KOUTO HE ca BKJIIOUYEHU
B criichbka 1o T. 3.1.3 mo-rope;

4.3.1.6. Ycayrara na cpaboTBa aBTOMaTUYHO;

4.3.1.7. Ycnyrara na TO3BOJISIBA NMPEYMCTBAHE HA MEXIyHapoaeH [P kamamurer ¢ MUHUMAaiHA
CKOpOCT Ha npeuncteHus Tpaduk kbM Bou3noxurens ot 100 Mbps;

4.3.1.8. Ycnyrara na mo3BosisiBa MPEYMCTBAHE Ha aTaku ¢ KamamurteT oT 10 MuHUMYM 40 Gbps u
10 mpps (10 000 000 pps);

4.3.1.9. Ycnyrata na ocurypsiBa He3abaBHa HOTH(HKANMS Ha BB31I0KUTENS 10 €IeKTPOHHA IToIa
B CITy4ail Ha JeTeKIus Ha rnojo3puteneH Tpaduk win DDoS ataka kbM HEeroBara Mpexa;

4.3.1.10. Ycmyrata 1a ocuUrypsiBa Bb3KMOXKHOCT 32 U3IpallaHe Ha MOJIPOOEH €KEeTHEBEH OTYET 32
MOJI3BAHETO HA yciyraTa, KOraro T ObJe akTHBHpaHa, BKIIOUBAI] MH(OpPMALUS 32 OTUYETECHUTE
aTakW, TEXHUS TUI U OpOii, aTaKyBaHH XOCTOBE U MPOIBIIKUTEITHOCT Ha aTaKUTE;

4.3.1.11. Vcnyrata na gaBa BB3MOXKHOCT KbM Hesi jaa uMma ocurypeH WEB wuntepdeiic 3a
HAOJIOZCHNE M OTYET, 4pe3 KOMTO BB3moXuTensaT ma Moxe ga HaOllloJaBa B peasHO BpeMe
uHpopmanus 3a Tekyu DDoS araku u nogospurenen tpapuk. WEB unrepdelicst cnenpa na
OCUTYpSIBa U B3MOXKHOCT 32 TeHepupaHe Ha crpaBku 32 DDoS aTaku npe3 mpou3BOIHA W3MHUHAIN
Nepuo.Iy;

4.3.1.12. B mnpemnoxxeHHeTo cH 3a Ta3u ycayra KaHaumarhT clieBa Ja MPEAOCTaBHd Ha
Bp3noxurenss peajeH J1€MOHCTPAIlMOHEH/TECTOB akayHT A0 yeO wuHTepdeiica Ha Heromara
mwiargopma 3a 3ammra ot DDoS araku, ocurypsiBan] BCUYKHM H3UCKBaHHUS OT Bb3noxurens
BB3MOKHOCTH 10 T.3.1.11 mo-rope W naBail NMpaBOTO Ha MOCJIEIHMS J1a HAalpaBU INPOBEpKa B
peasHo BpeMe Ha TOBa;

4.3.1.13. Ycnyrata na cpaboTBa 3a rapaHTHpaH CpOK, HE MO-TOJSIM OT 3 MHUHYTH, CUYMTAHO OT
MOMeHTa Ha rmosgsara Ha DDoS aTaku;

4.3.1.14. TakcyBaHeTo Ha yciyrata He cieiBa jJa Obae (QyHKUMsS OT Opos M Kamaiurera Ha
Bb3HUKHaIMTEe DDOS ataku npes nepuoja Ha 10roBoOpa;

4.3.1.15. TInardopmara 3a mpeuuctBaHe Ha DDoS artaku ma Oble M3LATO MOA KOHTpOJdAa Ha
Kangunarta, ma Obae HeroBa COOCTBEHOCT M Ja c€ HaMHUpa Ha TepuTopusra Ha P Bearapus,
pa3mnoJoXKeHa B HeToB JIeTa LIEHTBP.

4.3.1.16. Ycnyrara na ce mpeoctaBu 0e3 HeoOX0IUMOCT OT JIONBJIHATEITHH TEXHUIESCKH CPEACTBA
- Ha Bu3noxurens win Kanauaara - KOUTO a ce HHCTATUPAT B TOUKUTE Ha Bb3noxuTens.

4.3.2. Tlonnpwxka Ha ycmyrara: aa Opae ocurypeHa HELPDESK mommpwvixkka 24 waca B
JICHOHOIIMETO, 7 IOHU B ceaMuiarta, 365 nuu B roauHaTta. M3MCKBaHUS KbM MOAAPBKKATa Ha
ycnyrarta:

4.3.2.1. KangumaTeT na MMa u3rpaneHa M (QyHKIMOHHpAIa CUCTeMa 3a MpHeMaHe Ha CepBU3HU
3asiBKM, Kacaelly U3IbIHEHUETO Ha yCIIyrara Mo Ta3u TOYKa;

4.3.2.2. KanauaareT 1a TpeAJIoKH JOTOBOp 3a HHMBO Ha obOcmyxBaHe (SLA). B Hero nma ca
OIMKMCAaHU TOYHUTE TapaMeTPH Ha JOTOBOPEHATA YCIyra H IOMYCTUMUTE OTKIIOHEHHSI B KA4ECTBOTO
Y €BEHTYATHH KOMIICHCAIIUH 32 MPOMyCHATH TOJI3H;

4.3.2.3. MakcUMaJIHOTO rapaHTHPAHO BpeMe 3a Bh3CTaHOBSABaHE Ha yciyra 1o port Ha Kanaunnara
ciieaBa ma Obre:



MakcuMAJIHO BpeMe HA
MecTomnoJio:keHue Ha OPT
BL3CTAHOBSABAaHe
I'pan Codust o 2 yaca
Bceuuku ocrananu rpagose, B kouto uma odpucu Ha JJAMTH,
rmocoueHnu B Tabimiia 1 1o 8 yaca

4.3.2.4. Ycnyrara TpsiOBa ja OTTOBaps Ha CIICAHUTE M3UCKBAHMS 32 KAYECTBO:
4.3.2.4.1. Cpeagnomeceuer uptime >= 99,7 % 3a Bcsika TOUKa.

5. U3uckBaHus KbM Y4YaCTHHLMTE, CBbP3aHH ¢ M3IIbJIHEHHE HA IOPBbYKaATA

5.1. VYuactHukbT cneaBa naa pasmomarane ¢ IP/MPLS wmpexa ¢ TOYkM Ha TpPHUCHCTBHE B
HACEJICHUTE MecTa, B KOUTO Bb3nokurensaT ucka na moiydu yciyrd. Jla ce mpeactaBu cxema,
WIIOCTpUpallia TOBa;

5.2. Jla ocurypu Ha Bb3i0xkuTens Bb3MOXKHOCT 3a J00aBsiHE U 3aKpuBaHe Ha oducu, 6e3 ToBa Aa
JaBa OTpakKCHHWE Ha HEIMpPEeKbCHATaTa pabOTOCIIOCOOHOCT Ha yciyrute. J00aBsSHETO Ha HOBH
TOYKH Ja ce M3BBbpIIBa B cpok A0 30 KaJeHJapHU THHU CleJ MOoJlaBaHE Ha 3asBKa 3a TOBa
(mexmapanus);

5.3. Jla pa3monara ¢ MUHUMYM JIB€ HE3aBUCHUMH MEXIyHapoJHU VHTepHET TpaceTa 3a MbJCH
JOCTBI A0 LUAJIOTO MEXIyHapoiHO MIHTepHeT NpoCTpaHCTBO C MUHUMAJIEH CyMapeH KalaluTeT OT
10 Gbps, kaTo € 3aAbJDKUTENIHO Te Aa ObJaT M3IUI0 HAa3eMHM, ONTHYHU U peaIu3UpaHu 10
paznuuHu reorpadcku Mmapuipytd. B odeprata na ce onmme OpoAT Ha JOCTaBYUIUTE U
KaraluTeTa Ha cCyMapHaTa CBbP3aHOCT KbM Tlo0anHaTa cBeToBHAa MHTepHET Mpexa. JlocTaThuHO
€ MpeAOoCTaBsHE Ha JIeKJIapalys 3a TOBa 0OCTOSATENICTBO;

5.4. Jla paznosiara ¢ MuHUMYM 50 Gbps IP cBbp3aHOCT KbM OBJITapCKOTO MHTEPHET MPOCTPAHCTRO,
peayin3rpaHa nocpeicTBOM MUHUMYM 5 (TIeT) Bpb3kU. Jloka3Ba ce ¢ Jekiapaius cBOOOIEH TEKCT;
5.5.Y4acTHUKBT clie/iBa J1a pasiojiara 1 ornepupa cbC crenuain3npana miatdopma 3a 3aiura oT
DDoS araku, koaro ga O0bae cobctBeHocT Ha Kanawmara, na ce Hamupa IOJ HETOB IBJICH
aJIMUHUCTPATUBEH M TEXHMYECKH KOHTPOJ U Ja ObJe MHCTajgupaHa B HeroB cobctBeH [leiita
ueHtwsp. CrenBa a ce mocoyar:

a) uMe Ha JleliTa eHTHpa;

0) anpec;

B) MOJ 4M€ aAMMHHUCTPATUBHO M TEXHUUYECKO yNpaBleHUE ce HaMmupa JleiiTa HeHTbPBT, B KOUTO €
pa3moioKeHa rmocoyeHara miardopma.

5.6. KanamaarsT Aa Opeuioku CBOM JOTOBOpP 3a HHMBO Ha obcmyxkBaHe (SLA). B Hero ma ca
OMMCAaHU TOYHUTE rapaHTUPAHU MapaMeTpH Ha yCIYyTUTEe MO HAcTosALaTa MOPbYKa, JOMYyCTUMUTE
OTKJIOHEHMSI B KAUECTBOTO U €BEHTYAJITHU KOMIIEHCAIIMU 32 IPOIyCHATH MOJI3H;

5.7. Kannunaret cnensa aa 6b1e peructpupat kato LIR ot RIPE NCC (nexnapanus);

5.8. KanaunarsT ciensa Aa NpeACTaBH CIMCBHK-IEKJIApalds HAa U3INBJIHEHUTE YCIYI'M OT HETO,
KOUTO Ca WJEHTHMYHU WIH CXOJHU C NpeAMeTa Ha OOlecTBeHaTa MOopbyka, C IMOCOYBAHE Ha
CTOMHOCTHTE, AATUTE M MOJIydyaTeauTe (OpUTHMHAN) 3aeAHO C JIOKA3aTeNCTBa 3a WU3II'BJIIHEHHUTE
ycnyru (3aBepeHu komwmsi). [lom cxomen mpeamer cieaBa ga ce pasoupa [P VPN (Bupryamna
yacTHa Mpexa), gocTen a0 HutepHer u 3ammurta or DDoS araku (MpekoBa CHTypHOCT).
KannupareT cnenBa Aa € M3NBIAHWI MHHUMYM IO JBa JOrOBOpa C JIPYT'M BB3JIOXKUTENH 3a
JIEHWHOCTH C TpeaMeT W 00eM, WACHTHYHM WIM CXOAHM C TE3M Ha HacTosIaTa Mopbhyka 3a
MOCJICAHUTE TPU FOJIMHU OT JaTara Ha rnojaBaHe Ha odeprarta.



YacTHYHOTO MOKPUBAHE WIH IIBIHOTO HEMOKPUBAHE HA HAKOE OT M30POEHUTE B HACTOSIIATa TOUKA
n3ucKBaHUs OoT KaHauIaT € OCHOBaHME 3a HETOBOTO OTCTPAaHsSBAaHE OT ydyacTHME B HACTOsILATa
npouenypa.

Kangunatsr TpsiOBa 1a mpeuioku IUIaH-TpapuK 3a HM3MBIHEHUETO Ha JEHHOCTHTE, KaTo ce
cb0oOpasu, ye B crpagute Ha Bb3noxkurens e ce onepupa B padoreina cpea.

6. H3uckeanusa Kom yuacmnuuuume

6.1.

6.1.1.

6.2.
6.2.1.
6.2.2.

6.2.3.

H3uckBaHus KbM JHYHOTO CHCTOSIHHE HA VUACTHHIIUTE:

Y4acTHUKBT ClIe/[Ba Ja OTroBaps Ha MUHUMaIHUTE n3uckBanus o 3011 u 3a Hero 1a He ca
HaJUIE OCHOBAHUsATA 3a OTcTpaHsiBane wi. 54, an. 1, 1. 1,2 u 7 u un. 55, an. 1, 1. 1 ot
3011, karo B cimyuaii, ye ObAe M30paH 3a M3MBIHUTEN MpPeau MOJMUCBAaHE Ha JOroBOpa
cleJBa Ja U3ITHJIHHU 3a0bJDKCHHATA 110 wiI. 67, an. 6 ot 30I1.

Kpurtepun 3a noadop

Bb3noxurenstT He mocraBs M3MCKBaHMS OTHOCHO TOAHOCTTa (IIPaBOCIOCOOHOCTTA) 3a
yIpakHsBaHE HA pOoQecroHaTHa JEHHOCT

Bb3noxurenst He MoOCTaBd M3UCKBAaHMS OTHOCHO HMKOHOMMYECKOTO M (DMHAHCOBO
CbCTOSIHUE HA yYaCTHUKA

N3uckBaHusl OTHOCHO TEXHUYECKUTE U MPOPECHOHATHU CIOCOOHOCTH/

Y4acTHUKBT J1a MIPEICTaBU 3aBEPEHO KOMME Ha Y I0CTOBepeHue, n3naaeHo ot Komucusra
3a peryjupaHe Ha ChbOOILEHHATa, 3a TOBA, Y€ € BIIUCAaH B perucrbpa no wi. 33, an. 1, 1. 1 ot
3aKoHa 3a eJEKTPOHHUTE ChOOLIEHUs (3aBepeHo Komue). [la ce mpuiioku U pasnedyarka oT
peructbpa no wi. 33, an. 1, 1. 1 Ha Komucusra 3a perynupase Ha CbOOIIEHHUATA, OT KOSTO
Ja € BUIHO, 4e YuacTHUKBT € yBemomuin KPC 3a HamepeHusita CHM Jla OCBIIECTBSIBA
0O0IIeCTBEHH €JIEKTPOHHHU ChOOIIEHUS 3a MPEHOC Ha ITaHHM - AOCThI 10 HTepHeT;
Y4acTHUKBT Ja pa3nojiara U IpeJCcTaBy BaJUACH KbM JlaTaTa Ha M0JaBaHe Ha odepraTa 3a
yuactue B mopbukata cepruduxar mo ISO 9001:2008 mo mpeamera Ha Mmopbukara 3a
IIPEIOCTaBsIHE HA €JIEKTPOHHU ChOOIIUTENIHU YCIyTH, B TOBA YUCIIO JOCTHI 10 MHTEpHeT,
IIPEHOC Ha JAaHHH, BUPTYaJIHU YAaCTHU MPEXKH U MPEXKOBA CUTYPHOCT MM EKBUBAJIEHT,
BaJIMJIEH KBbM JlaTaTa Ha MojJaBaHe Ha odepraTa 3a ydyacTHe B Ipoleaypara (3aBepeHo
KOMHue);

Y4acTHUKBT J1a pa3nojara U IpeacTaBy BaJUACH KbM JlaTaTa Ha [0JaBaHe Ha odepraTa 3a
yuyacTue B nopbukara ceptudukar nmo ISO 20000-1:2011 mo mpeamera Ha mopbykara 3a
IIPEIOCTAaBsIHE HA €JIEKTPOHHU CHOOIIMTENIHU YCIyTH, B TOBA YMCIIO JOCTHI 10 VIHTEpHeT,
IIPEHOC Ha JAHHU, BUPTYaJHU YAaCTHU MPEXKHU U MPEXKOBA CUTYPHOCT WM E€KBHUBAJIEHT,
BaJIMJEH KbM JlaTaTa Ha MojJaBaHe Ha odepraTa 3a ydyacTHe B Ipoleaypara (3aBepeHo
KOIHe);

VY4acTHUKBT Ja pa3nojara U IpecTaBy BaJUAECH KbM JlaTaTa Ha M0JaBaHe Ha odepraTa 3a
yuactue B mopbukarta ceptudukar mo ISO 27001:2013 nmo mpeamera Ha mopbyukara 3a
MPEIOCTaBsIHE HA €JIEKTPOHHU CHOOIIMTENIHU YCIyTH, B TOBA YHCIIO JOCTHI 10 MHTEpHeT,
IIPEHOC Ha JAaHHH, BUPTYaJIHU YAaCTHU MPEXKHM M MPEXKOBA CUTYPHOCT WM E€KBUBAJIEHT,
BaJMJEH KbM JlaTaTa Ha IMojaBaHe Ha odeprara 3a ydyacTHe B Ipoleaypara (3aBepeHo
KOIHe);

Y4acTHUKBT clie[Ba J]a MMa YCIEIIHO U3ITbIHEHUE Mpe3 MOCIeIHUTE TPU TOANHH, CUUTAHO
OT Jarata Ha odeprara, Hail-MaJKO TpU JOTOBOpa, KOUTO Ca CXOTHH WJIM UACHTUYHU C
npeaMera 1 ooeMa Ha HacTosIaTa MopbyKa.

Y4acTHUKBT JAa pasnojiara ¢ o0Opy/JBaHe, OTrOBapAII0 HA MUHUMAJIHUTE W3MCKBAHUS Ha
Bb3noxurens, mocoueHu no-rope.

Y4acTHUKBT Aa pasnonara ¢ KBUIM(UIMPAH TEXHUYECKH IMEPCOHAT 3a W3ITbJIIHEHHE Ha
HOpbUKaTa. YUYaCTHUKBT AEKJIapUpa U3IIBIHEHUETO HA TOBA YCIOBUE C ACKJIAPUPAHETO MY B




odepTara u npeAcTaBs CHUCHK Ha JMIaTa C IOCOYBaHE Ha oOpa3oBaHHe, POodecHoHaIHA
KBaJTM(HUKAKA, NPOPECHOHATICH ONMT, BKIIOUUTENHO W 3a JIMIaTa, OTIOBOPHHU 3a
U3IIBJIHEHUETO Ha MOpbhYKaTa (PHKOBOAUTEN HA MIEPCOHATIA).
3a0. Y4YacTHHKBT MOXE Ja MpEACTaBs W JPYTH JIOKYMEHTH, JOKa3Balll TEXHUYECKUTE U
po¢heCUOHATHUTE MYy Bb3MOKHOCTH.

6.3. JIpyru ocHOBaHHUS 32 OTCTPAHSIBAHE

6.3.1. BB370XUTENAT 11IE OTCTPAHHU:
- Y4acTHHK, KOWTO HE OTroBaps Ha IMOCTABCHHUTE KPHUTECPUH 3a TOI0O0p WIM HE W3IBIHH
JPYTO yCIOBHE, TOCOYCHO B HACTOSAIIATA [TOKaHA 33 y4acTHE,
- Y4acTHHK, KOHUTO € mpeacTaBmi odepra, KOATO HE OTTOBaps HA MPEIBAPUTEITHO OOSIBEHUTE
YCIIOBHS HA MOPBHYKATA;
- YYacTHHK, KOWTO HE € MPEACTaBHI TNPEUIOKCHHE B CHOTBETCTBHE C HM3UCKBAHUATA HA
Bb3noxkuresns 3a M3bJIHEHUE HA MOPBHYKATA.

1. Macmo na usnuvinenue

MscToTo Ha W3MBIHEHHWE — Teputopusta Ha Pemybnmka boearapus, oducure ma JTAMTH,
nocoueHu B Tabmuma 1.

7.1. Ogpucu na JIAMTH, ¢ koumo mpaoea oa ce u3zgbpuii 00CMABKA HA YCy2Uume, npeomMem Ha
Hacmoawama nopvYKa

TABJIHIA 1
Ne | O¢uc Anpec
1 | Hentpanno Ympasnenue | rp. Codus, Oyn. [I-p I'. M. lumutpos Ne 52A
2 | Codus rp. Codus, yn. JIbuesap Cranue Ne 13
3 | Codus yi. [Ipodecop I1. Myradunes Ne 2
4 | Bapua yi. Mypram Ne 5
5 | Inosaus Oy1n. Cankr IlerepOypr Ne 63
6 | XackoBo yi. ITanopamna Ne 2
7 | Xackoso yi. Baitno Ne 1
8 | I'abposo yi. boapa cmsiHa Ne 3
9 | Byprac yi. ipod. 5. AAxumos
10 | Ulymen yi. Mamapa Ne 13A
11 | Mnesen ya. Joitpan Ne 27
12 | Bnaroesrpan yi. CBoboma Ne 1
13 | Jloseu yi. Teproscka Ne 24, nowm I1pecnas
14 | Bpaua yi. I'enepaint Jleonos Ne 95, erax 5
15 | Pyce ya. Kan. P. Huxonos Ne 1
16 | Crusen yi. Pogornu Ne 6
17 | Crapa 3aropa oyn. Hap Cumeon Benuku Ne 108, er. 11
18 | Bemuko TspHOBO yi. YymepHa Ne 1A
19 | Bemuko TspHOBO yi. Xpucto boreB Ne 2, et. 2
20 | Bugun 1. bauanum Ne 1
21 | Monrana yi. Xp. boreB Ne 67
22 | Twproeume yi. MiBan BazoB Ne 1




23 | dobpuu yi. CBoboga Ne 5, et. 4, cras 401
24 | sIm6on yi1. Jumutsp bnaroes Ne 13
25 | Kepmxkanu yi. Hecnor CnaB Ne 1, erax 4

8. Cmoiinocm na nopvukama

ITporuosnara croiHoct Ha mopbukara ¢ g0 30 000,00 /rpumecer xmmsau/ aesa 6e3 JIJIC.
[Tocoyenara mPOrHO3HA CTOMHOCT € MaKCHUMATHHUAT (PHHAHCOB Pecypc, ¢ KOWTO Bb3moxutensr
pasIioJiara 3a HacTosIIara o0IeCTBeHA MOPBHYKa.

9. H3uckyemu 00OKymenmu:

- YzaocTtoBepeHue 3a BIUCBaHE B TBPrOBCKHS PETUCTBP C €IWHEH HICHTH()HUKAIMOHEH
ko1 (EMK) wim nokyMeHT 3a perucrpanus Ha 4y>KIECTPaHHO JIMIIE, CbOOPa3HO HAIIMOHATHOTO MY
3aKOHOJATEIICTBO. JJOKYMEHTHTE C€ IIPEAOCTABAT B 3aBEPEHU OT YYACTHUKA KOIIMS;

- JlokazaTtencTBa 3a TEXHHYECKUTE BB3MOXKHOCTU U NPO(ECHOHATHU BBH3MOKHOCTH HaA
YYaCTHHKA 32 U3I'bJIHEHHE HA [IOPbUKATA,

- CIIMCHK HA OCHOBHUTE JIOTOBOPH, CXOJHM WIM HJIEGHTUYHHU C TpeaMeTa U obema Ha
MOpbUYKaTa, W3NBJIHEHU I[Ipe3 IMOCIEJAHUTE TPU TOAUHHU, BKIIOUMUTEIHO CTOMHOCTUTE H
YIOCTOBEPEHUE 32 U3BBPILCHATA YCIIYTa;

- JIoKyMEeHTH J10Ka3Ballld U3I'BJIHEHUETO Ha KPUTEPUUTE 32 [10A00p U IPYrUTe YCIOBUS Ha
Bo3noxurens.

- 3aBepeHU KOMus OT cepTU(UKATH;

- [leHOBO NpeIoKEHNE, ChABPXKAILO:

a) IIeHa 3a U3ITbJIHEHHE Ha YCIYTUTE 3a CPOKa Ha J0roBopa, B jeBa, 6e3 J1JIC.

0) CpOK 3a M3rpa’kAaHe U OCUTYpsIBaHE Ha MbPBOHAYAJIEH JOCTBII 10 YCIyTUTE

3a0. B 1meHara yyaCTHHKBT KaJKyjHpa U HpPEIOCTaBEHUTE 3a CpPOKa Ha JOroBopa YCTpOMCTBa,
KOUTO BB3I0XKHUTEIAT 1Ie MOI3Ba 32 CPOKA Ha JOTOBOPA BBB BPB3Ka C YCIYIMTE II0 HACTOAILIATA
MOpBUKA.

- TexHnuecko peIoKeHNE Ha YHJaCTHUKA.

y‘IaCTHI/IHI/ITe Tpr6Ba Ja nNpeacTaBiAT BCUYKHW AOOKYMCHTH MW Oa OTroBapsT Ha BCHYKHU
U30pOEHHU yCIOBUSI.

BB3JIOXKUTEJIAT cu 3ana3Ba npaBoToO Ja HE pas3riIekaa HEHOBUTE NPEUIOKEHUS HA YUACTHUIIH,
KOTaTO yCTAHOBH JIUIICA HA JJOKYMEHTH W/UJIM HEChbOTBETCTBUS C JAPYTH U3HUCKBAHMUA.

10. Hauun u cpok 3a nnawane

10.1. Ipeanoxenara ot M3mbaHUTENS IIEHA 32 M3ITBIHEHHE HAa YCIYTHTE 3a CPOKa Ha JIOTOBOpa ce
3aIuiaia Ha paBHU MeCeYHH BHOCKH. [lnamanero ce u3BbpiiBa o 6aHkoB mbT, 10 30 (Tpumecer)
TTHY CIie/I TOoJTydaBaHe Ha u3gaieHa akrypa ot M3nbIHUTENS Ha Kpas Ha Mecella.

10.2. ITepBOTO MECEUHO MUIaIaHe Ie Ob/ie U3BBPIICHO B MECEIla, CeABAII] MECEIa Ha CKITIOYBaHE
Ha I0roBOpA U IIyCKAaHE Ha yCIIyTUTE.



11. Cpok na éanuonocm na opepmama — ne no-mayko ot 60 (IECTAECET) THU OT KpallHUs CPOK
3a mpeJcTaBsHe Ha OPepTHTE;

12. Kpumepuﬁ 3d 6b3/1a2aHe, noKaszameiu 3a OUECHKA U mAaAxHama mexcecm

OOmiecTBeHaTa MOPHUKa Ce Bh3Jara Bb3 OCHOBAa HA NKOHOMUYECKHU Haii-u3rogHara odepra.
HNkonomuuecku Haii-u3rogHata odepra ce ompeneis Bb3 OCHOBA HAa KOMILIEKCHA OLIEHKA,
U34HucJIeHa 1o popmyJiara:

K=K1x60+K2x40

Ksnero:

KT - IIpennoxkeHa 1ieHa 3a U3M'bIHEHUE HA YCIYTUTE 3a CpOKa Ha JOroBopa ¢ texect 60;

K2 - IlpennoxkeH Cpok 3a M3rpaxkJaHE M OCUTypsBaHE Ha I'bPBOHAYAJIEH JOCTBII 10
yciyrute ¢ Texect 40.

K1 Kanaunar = (Haii-HHUCKa npeyiokeHa 1eHa / (riena Ha Kannunara) x 60);
K2 Kanguaar = (MUHUMaJIEH TIPEUIOKEH Cpok / (TipemoxkeH cpok ot Kanmumara) x 40).

[IpennoxkenaTta 1eHa 3a W3MBIHEHME HAa YCIYTUTE 3a CPOKa Ha JIOrOBOpPA U IMPENJIOKEHUS
CpPOK 3a IPeIOCTaBsIHE HA YCIYTUTE clie[iBa 1a ObJIaT €CTECTBEHU YUCIIa.

Kannunaret, yusto odepra e moiaydywia Hail-BUCOKAa KOMIUIEKCHA OIIEHKa, CE KJlacupa Ha
I'BPBO MACTO MO CHOTBETHATa 00OCOOEHA IMO3WIMS, a OCTAHAIMTE CJIEBAT B HU3XOMAIL PEl
CBIJIACHO ChbOTBETHATA UM KOMIUIEKCHA OLIEHKA.

B cnyuait Ha paBeH Opoit Touku, 3mbIHUTENSAT Ha MOpHUKATa 3a CHOTBETHAaTa 000cOoOeHa
MO3ULUS CE OIPENENsl Upe3 )KPEOUid.

13.Cpox 3a nonyuasane na oghepmu:
Odeptu ce nonasat B aenooacTBoto Ha JJAMTH na 6yn. ,,I. M. Jumutpos” Ne 52A, rp.
Codwms, mo 17.30 4. va 10.11.2016 1.

14. CkirouBaHe Ha 10T0BOP:
C xyacupaHusi Ha MBPBO MSCTO U ONPEAENCH 3a HU3IBJIHUTEN YYaCTHUK, BB3JIOXKHUTEIST
CKJIFOYBA MMCMEH JIOTOBOP.
BB310XKUTENAT CKIIOYBA C ONPEAENCHHs 332 U3IBJIHUTEN MHUCMEH JOTOBOp, NMPHU YCIOBHE, 4e
MIPY TIOJINIMCBaHE HA JOTOBOPA, OTPEICICHUSAT H3ITbITHUTEI:

- MPEACTaBU JOKYMEHT 3a PETUCTpanus B CbOTBETCTBHE C M3MCKBaHeTO mo wi. 10, am. 2 or
30I1;

- U3ITBITHU 3aIbIDKEHUETO CH 110 1i1. 67, an. 6 ot 3011,

- IPEJICTAaBU ONpe/ieNieHaTa rapaHiivs 3a U3MbJIHEHUE Ha JJOTOBOPA;

- OpuruHan WM 3aBEpeHO KOMHE Ha IMBJIHOMOIIHO, aKO JIOTOBOPHT LIE CE€ MOAMKCBA OT
YI'BJIHOMOIIICHO JIHIIE.

JInna 3a KOHTAKTH:

Wnus 3p3ap0B, HaUaIHUK oTaen ,,KoMyHukaum, nHGOpMallMOHHU TEXHOJIOTHH U CUTYPHOCT .

ten. 02 /9396727
e-mail: llia.Zazdrov@damtn.government.bhg
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